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Abstract:

This research aims to design and implement an integrated smart door lock system based on
embedded systems technology to provide advanced home security at a minimal cost. The
proposed system utilizes the Arduino Uno as a central processing unit, with the core
software architecture developed entirely within the Arduino IDE environment using (C/C++)
programming. This approach facilitated the construction of sophisticated algorithms for
access control and task management.

The primary contribution of this work lies in the execution of a comprehensive engineering
simulation within the Proteus environment. A virtual electronic circuit was built to accurately
replicate real-world performance, encompassing the testing of the Passive Infrared (IR)
motion sensor, data processing from the Keypad, and wireless control via the Bluetooth
module (HC-05) through the Virtual Terminal. Additionally, the simulation monitored the
mechanical actions of a Servo Motor representing the door latch. The simulation
successfully validated the software—hardware compatibility and the effectiveness of the
"Lockout Mode" algorithm after three failed attempts.

"Wireless control was activated by linking the Bluetooth module to a smartphone application
(Serial Bluetooth Terminal). This allowed for sending programming commands and receiving
real-time status alerts directly on the application interface, with a coverage range of up to

10 meters, enhancing the system's realism and ease of use in the field."
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Hardwar Code 1.1.4
#include <Keypad.h>
#include <Servo.h>
const byte ROWS=4,COLS=4;

char keys[ROWS][COLS]={{'1',2'3/A}{4"'5'6"B}.{7"'8,'9"'C'}.{*' 0" # D}};

byte rowPins|[ROWS]={9,8,7,6},colPins[COLS]={5,4,3,2};
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Keypad
customKeypad=Keypad(makeKeymap(keys),rowPins,coIPins,ROWS,COLS);

Servo servo;

int servoPin=10,irPin=11,ledPin=12; const int buzzerPin=A0;

String password="2356",input=""; bool systemActive=false;

int attempts=0; const int maxAttempts=3;

void setup(){

Serial.begin(9600); pinMode(IedPin,OUTPUT); pinMode(pirPin,INPUT);

pinMode(buzzerPin,OUTPUT); servo.attach(servoPin); servo.write(0);

void triggerAlarm(){
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Serial.printin("ALERT: SYSTEM LOCKED!"); digitalWrite(ledPin,HIGH);

for(int
j=0;j<60;j++){digitalWrite(buzzerPin,HIGH);delay(1000);digitalWrite(buzzerPin,L
OW);delay(50);}

digitaIWrite(IedPin,LOW); attempts=0); Serial.println("System Ready.");

void loop(){

int motion=digita|Read(irPin);

if(motion==HIGH){

if(!systemActive){Serial.printin("Warning: Someone at door!"); delay(3000);}

digitaIWrite(IedPin,HIGH); systemActive=true;

telsef
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digitalWrite(ledPin,LOW); systemActive=false; input="";

if(systemActive){

char key=customKeypad.getKey();

if(key){

if(key=='A'){

if(input==password){

Serial.printin("Access Granted'); servo.write(90); delay(3000);

servo.write(0); attempts=0;

telsef

attempts++; Serial.print("Attempt: "); Serial.printin(attempts);
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if(attempts>=maxAttempts) triggerAlarm();

else for(int
i=0;i<3;i++){digitalWrite(buzzerPin,HIGH);digitalWrite(ledPin,HIGH);delay(200);di
gitalWrite(buzzerPin,LOW);digitalWrite(ledPin,LOW);delay(200);}

input="";

Jelse if(key=="D") input="";

else if(input.length()<4) input+=key;

}

if (Serial.available()) {
char cmd = Serial.read();SeriaI.read();

if (cmd == 'B' && attempts < maxAttempts) {
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Serial.printin("Action: Opened via Bluetooth");
servo.write(90);
delay(3000);
servo.write(0);
attempts = (;

}

else if (cmd == "C") {
Serial.printin("Action: Closed via Bluetooth");
servo.write(0);

}

else if (cmd != 'B' && cmd !='C' && attempts < maxAttempts) {
attempts++;

digitalWrite(buzzerPin, HIGH);

delay(1000);

digitalWrite(buzzerPin, LOW);

delay(50);
Serial.print(”Wrong Bluetooth Command! Attempt: )
Serial.printin(attempts);
delay(1000);
if (attempts >= maxAttempts) {

triggerAIarm();
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Simulation Code 2.1.4

#include <Keypad.h>

#include <Servo.h>

Servo myServo;

const byte ROWS=4, COLS=3;

char keys[ROWS][COLS]={{'1","2",'3'},{'4",'5",'6'},{'7",'8",'9'1.{'*",'0",'"#'}};

byte rowPins|[ROWS]={9, 8, 7, 6}, colPins|[COLS]={(5, 4, 3};

Keypad keypad=Keypad(makeKeymap(keys), rowPins, colPins, ROWS, COLS);
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const int irPin=11, ledPin=12, servoPin=10, buzzerPin=2;

String inputPassword=", correctPassword="2356";

bool systemEnabled=false; int attempts=(); const int maxAttempts=3;

void setup(){

Serial.begin(9600); pinMode(irPin, INPUT); pinMode(IedPin, OUTPUT);

pinMode(buzzerPin, OUTPUT); myServo.attach(servoPin); myServo.write(0);

void triggerAlarm(){

Serial.printin("ALERT: LOCKED!"); digitalWrite(ledPin, HIGH);

for(int j=0; j<60; j++){

digitalWrite(buzzerPin, HIGH); delay(1000);
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digitalWrite(buzzerPin, LOW); delay(50);

digitalWrite(ledPin, LOW); attempts=0; inputPassword=";

void loop(){
if (Serial.available() > 0) {
char bt_cmd = Serial.read();
if (bt_cmd == 'B' && attempts < maxAttempts) {
Serial.printin("Action: Opened via Bluetooth");
myServo.write(180);
delay(3000);
myServo.write(0);

attempts = (;
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else if (bt_cmd =="C') {
Serial.println("Action: Closed via Bluetooth");

myServo.write(O);

else if (bt_cmd !='B' && bt_cmd != 'C' && attempts < maxAttempts) {
attempts++;
for (int i=0;i<3; i++) {

digitalWrite(buzzerPin, HIGH); digitalWrite(ledPin, HIGH); delay(200);

digitalWrite(buzzerPin, LOW); digitalWrite(ledPin, LOW); delay(200);

}
Serial.print("Wrong Bluetooth Command! Attempt: ");

Serial.println(attempts);

if (attempts >= maxAttempts) {
Serial.println("SYSTEM LOCKED FOR 60 SECONDS!");
triggerAIarm();

digitaIWrite(buzzerPin, HIGH); digitaIWrite(IedPin, HIGH);
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delay(60000);
digitaIWrite(buzzerPin, LOW); digitaIWrite(IedPin, LOW);
attempts = ();

Serial.printin("'System Ready Again.");

if(digitalRead (irPin)==HIGH){
if(!systemEnabled) Serial.printin("Movement!");
digitaIWrite(IedPin, HIGH); systemEnabled=true;

} else {
digitaIWrite(IedPin, LOW); digitaIWrite(buzzerPin, LOW);

systemEnabled=false; inputPassword=""; attempts=0; return;

}

char key=keypad.getKey();
if(key){
if(key=="#') inputPassword=";

else if(key=="#'){
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if(inputPassword==correctPassword){

Serial.printin("Access Granted"); myServo.write(90); delay(3000);

myServo.write(0); attempts=0;

} else {

attempts++;

if(attempts>=maxAttempts) triggerAlarm();

else for(int i=0; i<3; i++){ digitalWrite(buzzerPin, HIGH); delay(200);
digitalWrite(buzzerPin, LOW); delay(200); }

inputPassword="";

} else if(inputPassword.length()<4) inputPassword+=key;
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